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the residue is precluded. Shredding sig-
nificant amounts of unclassified mate-
rial together with classified material
normally will meet this requirement.)

§ 159a.63 Destruction procedures.

(a) Procedures shall be instituted
that ensure all classified information
intended for destruction actually is de-
stroyed. Destruction records and impo-
sition of a two-person rule, that is,
having two cleared persons involved in
the entire destruction process, will sat-
isfy this requirement for Top Secret in-
formation. Imposition of a two-person
rule, without destruction records, will
satisfy this requirement for Secret in-
formation, as will use of destruction
records without imposition of the two-
person rule. Only one cleared person
needs to be involved in the destruction
process for Confidential information.

(b) When burn bags are used for the
collection of classified material that is
to be destroyed at central destruction
facilities, such bags shall be controlled
in a manner designed to minimize the
possibility of their unauthorized re-
moval and the unauthorized removal of
their classified contents prior to actual
destruction. When filled, burn bags
shall be sealed in a manner that will
facilitate the detection of any tam-
pering with the bag.

(c) Procedures to ensure that all clas-
sified information intended for destruc-
tion actually is destroyed, other than
those in paragraphs (a) and (b) of this
section, shall be submitted to the DoD
Component’s senior official (§ 159a.93(b)
and (c)) for approval.

§ 159a.64 Records of destruction.

(a) Records of destruction are re-
quired for Top Secret information. The
record shall be dated and signed at the
time of destruction by two persons
cleared for access to Top Secret infor-
mation. However, in the case of Top
Secret information placed in burn bags
for central disposal, the destruction
record may be signed by the officials
when the information is so placed and
the bags are sealed. Top Secret burn
bags shall be numbered serially and a
record kept of all subsequent handling
of the bags until they are destroyed.
This record may be in lieu of actual

burn bag receipts and shall be main-
tained for a minimum of 2 years.

(b) Records of destruction of Secret
and Confidential information are not
required except for NATO Secret and
some limited categories of specially
controlled Secret information. When
records of destruction are used for Se-
cret information, only one cleared per-
son has to sign such records. (DoD Di-
rective 5100.55 provides guidance on the
destruction of NATO classified mate-
rial.)

(c) Records of destruction shall be
maintained for 2 years.

§ 159a.65 Classified waste.

Waste material, such as handwritten
notes, carbon paper, typewriter rib-
bons, and working papers that contains
classified information must be pro-
tected to prevent unauthorized disclo-
sure of the information. Classified
waste shall be destroyed when no
longer needed by a method described in
§ 159a.62. Destruction records are not
required.

§ 159a.66 Classified document reten-
tion.

(a) Classified documents that are not
permanently valuable records of the
government shall not be retained more
than 5 years from the date of origin,
unless such retention is authorized by
and in accordance with DoD Compo-
nent record disposition schedules.

(b) Throughout the Department of
Defense, the head of each activity shall
establish at least one clean-out day
each year where a portion of the work
performed in every office with classi-
fied information stored is devoted to
the destruction of unneeded classified
holdings.

Subpart K—Security Education

§ 159a.68 Responsibility and objec-
tives.

Heads of DoD Components shall es-
tablish security education programs
for their personnel. Such programs
shall stress the objectives of improving
the protection of information that re-
quires it. They shall also place empha-
sis on the balance between the need to
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35 See footnote 2 to § 159a.3
36 See footnote 1 to § 159a.3.

release the maximum information ap-
propriate under the Freedom of Infor-
mation Act (32 CFR part 285) and the
interest of the Government in pro-
tecting the national security.

§ 159a.69 Scope and principles.
The security education program shall

include all personnel authorized or ex-
pected to be authorized access to clas-
sified information. Each DoD Compo-
nent shall design its program to fit the
requirements of different groups of per-
sonnel. Care must be exercised to as-
sure that the program does not evolve
into a perfunctory compliance with for-
mal requirements without achieving
the real goals of the program. The pro-
gram shall, as a minimum, be designed
to:

(a) Advise personnel of the adverse
effects to the national security that
could result from unauthorized disclo-
sure and of their personal, moral, and
legal responsibility to protect classi-
fied information within their knowl-
edge, possession, or control;

(b) Indoctrinate personnel in the
principles, criteria, and procedures for
the classification, downgrading, declas-
sification, marking, control and ac-
countability, storage, destruction, and
transmission of classified information
and material, as prescribed in this Reg-
ulation, and alert them to the strict
prohibitions against improper use and
abuse of the classification system;

(c) Familiarize personnel with proce-
dures for challenging classification
descisions believed to be improper;

(d) Familiarize personnel with the se-
curity requirements of their particular
assignment;

(e) Inform personnel of the tech-
niques employed by foreign intel-
ligence activities in attempting to ob-
tain classified information, and their
responsibility to report such attempts;

(f) Advise personnel of the penalties
for engaging in espionage activities;

(g) Advise personnel of the strict pro-
hibition against discussing classified
information over an unsecure tele-
phone or in any other manner that per-
mits interception by unauthorized per-
sons;

(h) Inform personnel of the penalties
for violation or disregard of the provi-
sions of this part (see § 159a.97(b));

(i) Instruct personnel that individ-
uals having knowledge, possession, or
control of classified information must
determine, before disseminating such
information, that the prospective re-
cipient has been cleared for access by
competent authority; needs the infor-
mation in order to perform his or her
official duties; and can properly pro-
tect (or store) the information.

§ 159a.70 Initial briefings.
DoD personnel granted a security

clearance (see §159a.53) shall not be per-
mitted to have access to classified in-
formation until they have received an
initial security briefing and have
signed Standard Form 189, ‘‘Classified
Information Nondisclosure Agree-
ment.’’ DoD 5200.1–PH–135 provides a
sample briefing and additional infor-
mation regarding Standard Form 189.
Cleared personnel employed prior to
June 1, 1986 must sign Standard Form
189 as soon as practicable but not later
than February 28, 1990.

§ 159a.71 Refresher briefings.
Programs shall be established to pro-

vide, at a minimum, annual security
training for personnel having contin-
ued access to classified information.
The elements outlined in § 159a.69 shall
be tailored to fit the needs of experi-
enced personnel.

§ 159a.72 Foreign travel briefings.
(a) Personnel who have had access to

classified information shall be given a
foreign travel briefing, before travel, to
alert them to their possible exploi-
tation under the following conditions:

(1) Travel to or through communist-
controlled countries; and

(2) Attendance at international sci-
entific, technical, engineering or other
professional meetings in the United
States or in any country outside the
United States where it can be antici-
pated that representatives of Com-
munist-controlled countries will par-
ticipate or be in attendance. (See also
DoD Directive 5240.6 36.)

(b) Individuals who travel frequently,
or attend or host meetings of foreign
visitors as described in paragraph (a)(2)
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